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REQUEST FOR PROPOSALS TITLE PAGE 
Include this Page as the First Page in the Proposal Response 
 
 City of Lynchburg, Virginia 
 Procurement Division      
   
 

Proposal Title: Fleet Management Information Software 
 
This is the City of Lynchburg's (City) Request for Proposals (RFP) No. 2019-038, issued January 23, 2019.  Direct inquires for 
information should be directed to Matt Marsteller: e-mail: matthew.marsteller@lynchburgva.gov; Phone: 434-455-4233; Fax: 
434-845-0711.  All requests for clarification of or questions regarding this RFP must be made in writing and received by 2:00 
p.m., February 28, 2019.  All responses to this solicitation shall be in strict accordance with the requirements set forth in this 
RFP document and the ensuing contract documents. 

Sealed proposals will be publicly accepted prior to March 19, 2019 at 4:00pm; however, only the names of firms responding 
will be available for announcement.  Proposals received after the above stated due date and time shall not be considered. Submit 
proposals in a sealed, opaque envelope, and put the RFP number, title, due date and time on the lower left front.  Offerors are 
responsible for having their proposal stamped by Procurement Division staff before the deadline indicated above and 
acknowledge all addenda so issued in the space provided below.  Any alteration or changes to this RFP will be made only by 
written addendum issued by the Procurement Division, and all Offerors are responsible for obtaining issued addenda from the 
City’s Procurement website: http://www.lynchburgva.gov/current-solicitations. 

Acknowledge receipt of addenda here: No.   Date:    No.   Date:   

Submit Proposals: BY MAIL, GROUND DELIVERY, OR HAND DELIVER TO:   
                             Procurement Division 

Third Floor City Hall 
                              900 Church Street 
                              Lynchburg, Virginia 24504 
Information the Offeror deems Proprietary is included in the proposal response in section(s): ___________  
See Paragraph B. on page 2 for guidelines on submitting proprietary information. 

In compliance with this Request for Proposals and all the conditions imposed therein, the undersigned offers and agrees to 
furnish the services in accordance with the attached proposal or as mutually agreed by subsequent negotiations.  By my 
signature below, I certify that I am authorized to bind the Offeror in any and all negotiations and/or contractual matters relating 
to this Request for Proposals.  Sign in ink and type or print requested information. 

Full Legal Name of Offeror:            

Fed ID OR SOC. SEC. NO.:   Date:      

Address:        Phone: (        )      

        E-mail address:     

Signature:              

  Typed or Printed Name, Title 

 

City Buyer’s Signature 

 

mailto:matthew.marsteller@lynchburgva.gov
http://www.lynchburgva.gov/current-solicitations
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I. SUBMISSION OF PROPOSALS 

A. One (1) original, so marked, and six (6) copies, so marked, for a total of seven (7) of the proposal documents are 
required. In addition, submit one (1) copy of proposal in an electronic format on CD or thumb drive. (CD is 
preferred).  The City will not assume responsibility for reproduction where an insufficient number of copies have 
been supplied.  In any such case, the City will notify the Offeror of the deficiency and request that the appropriate 
number of copies be delivered within 24 hours.  Failure to comply with this or other requirements of this Request 
for Proposal shall be grounds for the City to reject such proposals.  Telegraphic or facsimile submission of 
proposals is not acceptable and any such proposals will not be considered. 

B. Submission of Proprietary Information - Trade secrets or proprietary information submitted by an Offeror in 
connection with this procurement transaction shall not be subject to public disclosure under the Virginia Freedom 
of Information Act; however, the Offeror must invoke the protection of this section prior to or upon submission of 
the data or the materials, and must identify the data or other materials to be protected and state the reason why 
protection is necessary.  (Section 2.2-4342 F. of the Code of Virginia).  Offerors shall submit, in a separate 
section of the proposal, any information considered proprietary and any copyrighted material and clearly 
identify the information as proprietary and/or copyrighted information.  Offerors may not declare their 
entire proposal proprietary nor may they declare proposed pricing to be proprietary.  References may be 
made within the body of the proposal to proprietary information; however all information contained within the 
body of the proposal not in the separate section labeled proprietary shall be considered Public Information. 

C. Proposals having any erasures or corrections must be initialed by the Offeror in ink. 
 

D. The City reserves the right to accept or reject any or all proposals, to waive informalities, and to reissue any 
request for proposals and to award contracts to multiple Offerors. Any contract resulting from this Request for 
Proposal shall not be exclusive to the Successful firm.  The City reserves the right to contract with firms not party 
to the resultant contract for similar work if it determines this to be in their best interest. If this is a cooperative 
procurement, each entity referenced will award a contract in accordance with its respective independent 
procurement policies and procedures and as it deems will best serve its interest. 
 

E. By submitting a proposal, the Offeror agrees that the proposal will not be withdrawn for a period of 90 days 
following the due date for proposal responses. 
 

F. By submitting a proposal, the Offeror certifies that it has not combined, conspired or agreed to intentionally rig, 
alter or otherwise manipulate, or to cause to be rigged, altered or otherwise manipulated its proposal for the 
purpose of allocating purchases or sales to or among persons, raising or otherwise fixing the prices of the goods or 
services, or excluding other persons from dealing with the City. 
 

G. By submitting a proposal, the Offeror certifies that its proposal is made without collusion or fraud and that it has 
not offered or received any kickbacks or inducements from any other Offeror, supplier, manufacturer or 
subcontracting firm in connection with its proposal; and that it has not conferred on any public employee having 
official responsibility for this procurement transaction any payment, loan, subscription, advance, deposit of 
money, services or anything of more than nominal value, present or promised. 
 

H. Nothing herein is intended to exclude any responsible Offeror or in any way restrain or restrict competition.  All 
responsible Offerors are encouraged to submit proposals. 
 

I. The City will not be responsible for any expense incurred by any Offeror in preparing and submitting a proposal.  
All proposals submitted will become the property of the City. 
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J. By submitting a proposal, the Offeror is certifying that Offeror is not currently debarred by the City, or in a 
procurement involving federal funds, by the Federal Government. A copy of the City debarment procedure in 
accordance with Section 18.1-10 of the City’s Procurement Ordinance is available upon request.  
 

II. PURPOSE 

The City of Lynchburg is seeking proposals from qualified firms for web-based Fleet Management Information 
Software and Services (herein referred to as “FMIS”) for vehicles/assets managed by the City that provide the 
organization with tools to assist management and personnel staff in maintaining and managing assets as efficiently 
and cost effectively as possible.  Our goal is to improve the overall customer service that we provide through the 
efficient collection, analysis, and reporting of data derived from: acquisition, maintenance and repair services and 
costs, vehicle usage, accident cost, warranties, fuel costs and economy, salvage price, etc. to effectively increase 
lifecycle cost, and staff efficiency and productivity.  Complete, real time, easily accessible and reportable data will 
enhance the ability to maximize availability, usage, and cost effectiveness of resources. 

III. BACKGROUND 

Lynchburg is a city of 50 square miles located near the geographic center of the state, bordered by the eastern edge of 
the beautiful Blue Ridge Mountains. It is located approximately 180 miles southwest of the nation's capital, 
Washington, D.C. The Fleet Services Department is responsible for the acquisition, maintenance, and disposal 
(“Cradle to Grave”) operations of a diverse fleet of 783 vehicles and pieces of equipment that support the delivery of 
services to all citizens and employees of the City of Lynchburg. The Fleet Services Department also provides 
maintenance, repair, and fuel contract services to several “outside agencies” that will need to be accommodated 
separately from City-owned assets. 

IV. SCOPE OF SERVICES   
 
***Disclaimer. The City of Lynchburg is soliciting proposals from Offerors for FMIS and will list out the 
requirements of such within this RFP document. While the City desires to acquire a system that performs and 
has the functionality listed below, it is understood that there may not be one singular Offeror who can satisfy 
each and every requirement listed in this document.*** 
 
Each Offeror submitting a proposal shall complete Attachment A “Requirements – Vendor Responses” and 
return the completed document in Section 1 Project Understanding & Methodology of their proposal. The City 
created this document in an effort to easily view/track vendors’ ability to meet the Scope of Services. 

Offerors should furnish all labor, materials, equipment (hardware), software, documentation, training, and technical 
support necessary for the proposed FMIS. The proposed system should include the following functionality: 

A. System requirements 
 

1. Must be Web-based 
2. If self-hosted by City, our database management system is Microsoft SQL Server 
3. If vendor-hosted (cloud), vendor and system must abide by City Information Security Policies 
4. ODBC/Ad-Hoc Reporting;  

a. All reports shall be easily customizable by user 
b. Shall include any/all “canned reports” 
c. Shall include not less than 5 “custom reports” as defined by the City 
d. Shall be downloadable to Excel and other formats 

5. Must meet City IT System requirements 
a. Ability to incorporate into Active Directory for authentication access 
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b. Ability to import and export data in major file formats (Microsoft-based tools) 
c. Brower-based user interface; must be Microsoft (Windows Explorer or Edge) or Google Chrome 
d. Interoperability with the City's GIS is desired. The system must be compatible with Esri's ArcGIS suite of 

products  
e. Ability to add user defined fields and forms 
f. Data migration (initially and back to us at the end of agreement) 
g. Full access to our information, for viewing/transfer at any time 
h. Integration to Outlook for the ability to communicate with email and have calendar functionality 

(scheduling) 
i. Ability to archive and purge data 
j. Ability to secure system functionality by user and role 

 
B. Asset Management 

1. Information & Access 
a. Assigned user information:  Name/Contact info, building location/address, Dept., Supervisor 
b. Differentiate active assets from administered assets (own & maintain; admin; admin/maintain) 
c. Owned & Maintained assets – up to 1,000 Active assets.  Active assets include but are not limited to: 

i. Passenger and heavy duty vehicles +/-500 
ii. Construction and lawn equipment +/-200 

iii. Snow Plows and Salt Spreaders +/-100 
iv. All city-owned miscellaneous equipment maintained by Fleet +/-25 
v. Allow for other items such as “gas cans” and/or fuel key users 

d. Administered & Maintained assets – up to 100 assets.  These include outside agency-owned vehicles that 
are tracked in our system for the following; 

i. Fuel site access, purchasing and billing 
ii. Car wash access 

iii. Maintenance provided by fleet 
e. Administered assets – up to 500 assets.  These include outside agency-owned vehicles & equipment that 

are maintained in our system for the following: 
i. Fuel site access, purchasing and billing 

ii. Car wash access 
(Example:  Horizon Behavioral Health vehicles have access to our fuel site for fueling.  We track 
their vehicles’ fuel usage and bills Horizon accordingly.  Horizon also has access to the car wash 
for access/use.  Horizon vehicles are considered “Administered assets.”) 

f. Ability to upload & store pictures, documents, etc. for each asset, and be accessible by hyperlink 
g. Standardized Vehicle Class Codes (NAFA or other comparable professional organization) 
h. Motor pool Management, organization, tracking, monitoring, and scheduling/billing rentals/fuel 
i. Customer access: vehicle status checking, maintenance scheduling, fleet #’s, etc. 
j. Asset parent-child relationship 
k. Labor hours for billing, tracking, efficiency, productivity, etc. 
l. Parts cross-reference 
m. Barcode scanning capability for new vehicle entries (must also have VIN decoder) 
n. Incorporate labor guide repair times from Mitchell (or other comparable professional source) -- must auto 

populate on the repair/work order for each line item when created 
o. Individual mobile technician workstations that include: 

i. Tablets that can use camera to scan the VIN to populate the fields with vehicle info  
ii. Tablets shall work on City’s wireless network & with industry repair software 
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iii. Ability to check inventory, order parts, and view parts order status thru integration with parts 
vendor (3rd party) system  

iv. Ability for technicians to add notes directly to work orders  
v. Ability to access service bulletins, troubleshooting charts, maintenance software, etc. directly 

vi. Spell-Check 
 

2. Customizable Dashboards to include: 
a. Fleet availability rates by department, vehicle type or class, and overall fleet 
b. Cost per mile rates by department, vehicle type or class, and overall fleet 
c. PM compliance; due for month, completed for month, and overdue 
d. Asset replacements; ordered, but not received, eligible, and projected 
e. Billing & budget tracking 
f. Labor Efficiency 

 
3. Tracking & Reporting 

 Must provide minimum of 5 user-defined custom reports that shall be included in initial cost (Please refer to 
provided custom sample reports as Attachments B and C.) 
a. All Industry standard KPI’s 
b. Track & report recalls; assigned & completed 
c. Track & report labor efficiency; based on vendor-provided labor estimates and assigned hours 
d. Track & report Fleet availability rates by department, vehicle type or class, and overall fleet 
e. Track & report Cost per mile rates by department, vehicle type or class, and overall fleet 
f. Track & report PM compliance; due for month, completed for month, overdue 
g. Track & report Replacements; ordered, but not received, eligible, projected; including cost estimate 
h. Track & report Fuel consumption and economy by department, vehicle type or class, and overall fleet 
i. Track & report Warranties (parts, assets, and services); coverage start/end dates; mileage start/end 
j. Track, alert, & report Asset utilization; mileage trends (usage), idle time, and vehicle idling 
k. Establish, track, update & report Dept. & Division Master listings, user groups, cost centers, etc. 
l. Track & report accidents including, but not limited to: 

i. Statistics (# of occurrences, cumulative costs, etc. per dept. & whole fleet) 
ii. Associated costs 

iii. Downtime 
iv. Trends 

 
4. Performance Measures & Monitors 

a. Utilize electronic boards in the Shop so that the technicians do not have to come inside the office to see 
what work is outstanding; also have a board in the office area for personnel and customers 

i. Track work orders to include open/closed times, work order aging, etc.  
b. Cost per mile, fuel costs, fuel consumption, maintenance costs, repair costs, accident costs, etc. (by 

department, class or type, etc.)  
c. Life to date costs, cost of use — complete Life-Cycle Cost Analysis 
d. Under/over-utilization tracking and replacement/pull out of service recommendations, etc. 
e. Turnaround time tracking by department, vehicle type or class, and for entire fleet 
f. Downtime management; reference to required times by end user 
g. Track and identify (flag & report) Repeat Mx & Mx repair trends 
h. PM compliance/etc.; PMs shall be setup by time and mileage, and flagged on either one 
i. Automated updates for PM compliance reporting (make PM schedules & appointments readily available 

to parts vendor for pre-ordering of parts) 
j. PM scheduling/projection; with defined parts list/labor times/checklist/workload management 
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k. Labor efficiency; based on automated labor estimates and assigned hours 
l. Fuel consumption/efficiency 

 
5. Vehicle & Equipment replacement module 

a. Estimator/forecaster with historical & future price increase estimates 
b. Reporting that shows when a vehicle is; 50%, 75%, and 100% of its acquired cost/useful life. This would 

need to work on units with and without an odometer or hour meter (trailers, etc.) 
c. Replacement eligible flagging; vehicles that are being replaced shall be tagged as such, then they shall be 

automatically flagged as “being replaced” when opening a work order 
d. Life-cycle costs: Acquisition; Operating (fuel, oil, tires, maintenance); Repair; Warranty; Accident; 

Resale; etc. 
 

C. Work Order Management 
 
1. Electronic work orders 
2. Automatically log technicians off of one job if/when they clock on to another 
3. Ability to track by way of reporting repairs by system code to identify problem areas/trends 
4. Use a full repair code list that encompasses all vehicle repairs that apply to our operation, broken down to 

specific item diagnosed/repaired/replaced 
5. Vendor / off-site repair work orders 
6. Ability to establish & track Warranty work orders independently  
7. Ability to establish & track Accident work orders independently 
8. Warranty Flagging; parts covered under warranty are flagged when opening a work order 
9. Easily access asset work order history, maintenance performed, parts replaced, warranty history directly from 

work order, technician station via hyperlink  
10. Shall provide a labor time estimating guide that auto-populates on work order 
11. Repeat maintenance & maintenance repair trend alerts when opening a work order or ordering/replacing parts  
12. Hyperlinks within various applications that could be accessed should there be a question of what to do next, 

e.g. when making a new repair order or adding a repair line 
 

D. Billing module 
 
1. Ability to bill multiple account codes;  with or without markups 
2. Integrate with parts, fuel, departments, and outside agencies, etc. 
3. Track costs together and individually (accident costs, tires, repairs, PMs, fuel, labor, etc.) 
4. During weather-related events the system needs to be able to change billing codes on individual workorders to 

reflect a storm billing code rather than normal billing codes so that during the Billing process, costs for these 
workorders are automatically captured separately from other workorders during the billing cycle. (Example: 
A Streets dump truck’s regular billing code is 632.  Snow repairs are coded to 635.  We want to be able to 
capture costs associated with repairing this dump truck during snow events separately and automatically.) 

5. Custom billing application required as shown in report in Attachment C. 
 

E. Integration requirements 
 
1. GPS/AVL (with Marshal GIS) 
2. AIM system    
3. Fuel management system (currently FuelMaster) 
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4. Parts vendor management system – inventory/issue/billing, etc., – currently ADP &/or NAPA (Allow parts to 
be billed out as they are handed to the technician. Provide a live snap shot of repairs at a glance for customer 
inquiries.) 
 

F. Vendor requirements 
 
1. Assign dedicated Project Manager for the overall project 

a. Assist Fleet with cleanup & transition of all data (prefer on-site) 
b. Assist City IT as needed for Server and System installation/management 
c. Develop deliverables list for Fleet, IT, and Vendor 
d. Schedule milestones and meetings, and attend the meetings in-person 
e. Schedule/manage/analyze/approve all phases of implementation  
f. Make presentations as requested 
g. Provide timeline for complete turnover; system to system 

2. Readily available customer service assistance, at least from 7 a.m. to 5 p.m. daily 
3. Conduct annual site visits to; provide hands-on assistance, allow for Q&A session, etc. 
4. Create and assess a test environment 
5. Product implementation training and preparation for implementation (40+ hours) 
6. Train all Fleet & IT personnel on use & maintenance of complete system as well as troubleshooting 
7. Configure all modules/reports as addressed in this document 
8. Assign users and user groups as necessary 
9. Provide automatic system updates and backups 
10. Provide at a minimum, annual software maintenance (updates shall be provided within reasonable time period 

from vendor issuance) 
11. Training for other department users 
12. Hardware/Software Installation & setup  
13. Successful vendor must agree to thoroughly review and sign the City of Lynchburg’s Memorandum of 

Understanding regarding Third Party Network Connections provided as Attachment D. The successful vendor 
must thoroughly review and provide information where required on Attachments 1-4 of the City’s above-
noted MOU. 
 

G. Technical Questions to Vendors (Please elaborate on these specific questions/statements and include your 
responses in Section 1 Project Understanding & Methodology of your proposal) 

 
1. Describe firewalls and IDS systems used. 
2. Describe User License & information access options. 
3. What SSL and application security is used? 
4. What are your uptime/availability stats? 
5. How is your service protected from disasters? 
6. Describe data exchange capabilities with Lucity. 
7. Describe data exchange capabilities with New World (Logos) Financial System. 
8. How does system interface to the Automated Vehicle Locator (AVL) system from Marshall GIS? 
9. Describe the data exchange or interface to GIS. (or incorporation of geo-locator technologies) 
10. Describe the available support and self-service channels. 
11. Describe your Service Level Agreement or provide a copy of your standard SLA. 
12. What is/are the ramification(s) if you fail to meet the requirements in your SLA? 
13. Describe your problem escalation procedures in detail. 
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V. PROPOSAL PREPARATION 
 

Proposals must address the items included in the Scope of Services and the Criteria for Proposal Evaluation.  
Proposals should be prepared simply, providing straightforward and concise responses to requests for information and 
descriptions of qualifications and capabilities. Responses shall be limited to no more than 30, one sided, or 15 double 
sided pages including all other materials, but, excluding the cover and sample report. Each copy of the proposal must 
be bound with all documentation in a single volume where practical.  Failure to do so will result in a lowered 
evaluation.  Incomplete proposals may be determined non-responsive. Proposals with extraneous information or staff 
will receive lower ranking. 

Offerors should organize their proposals using the format described below:   

Title Page 

Furnish the REQUEST FOR PROPOSALS TITLE PAGE and include it as the first page of the proposal. The 
name stated on the Title Sheet must be the full legal name of the Offeror and the address must be that of the office 
which will have the responsibility for the services provided.   

Offers should acknowledge receipt of addenda on the title page. Failure to do so may result the proposal being 
deemed non-responsive.  

Section 1 - Project Understanding & Methodology 

A. Briefly describe the understanding of the scope of work to be accomplished, and describe the proposed approach 
to providing the required services.  Explain how the project will be organized, and steps anticipated.  Indicate a 
timeline for required and optional tasks. Clearly state your ability to meet or exceed the requested services, to 
include addressing the following: 

1. System Functionality – Describe in detail the tracking and management information provided by the proposed 
system, to include messaging capabilities. Elaborate on any compatibility problems with other vehicle 
equipment for which the offeror is aware. 

2. Reporting – Provide information regarding reporting capabilities of the proposed system. Describe process for 
downloading/exporting GPS data and which file formats are supported. Include sample reports in section 8.  

3. System Environment - Provide detailed information regarding the proposed system environment including 
software hosting needs, communications technology on which system is based and information regarding the 
maturity of the system and anticipated useful life. 

4. System Availability – Provide information regarding the system availability and a detailed backup plan for 
system outages and upgrades. 

5. Installation – Describe your installation procedures and identify any special requirements for which the City 
may be responsible. If installation will be allowed by City staff, provide parameters/qualifications that will be 
required. 

6. Training – Elaborate on the training to be provided (on-site, web-based, etc.) and if your implementation and 
training includes local project managers residing in the Commonwealth of Virginia. 

7. Software Maintenance/Support– Describe the following: 

a. Process for incremental and annual upgrades/updates or providing new technology 
b. Expectation for increased functionality with annual upgrades 
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c. Provisions for technical support (web-site, help line, etc.) 
d. Warranties or any other software technical support 
e. Site licenses for present needs and future expansion 
f. Schedule of help desk coverage (days and hours of availability) 

 
8. Documentation – Provide detailed information regarding the type of documentation to be provided for the 

proposed system, including a detailed warranty description (commencement date, duration, and what is 
covered) 

***Please ensure that a completed Attachment A and all responses from Page 7 G. Technical Questions to 
Vendors are included in this section of the proposal.***  The completed Attachment A and all responses associated 
with Page 7 G. Technical Questions to Vendors do not count toward the 30 page maximum 

Section 2 – Offeror/Staff Experience 

Indicate project manager and each individual with a proposed role in the project.  For each individual involved show:  

A. The role of the individual on this project 
B. The corporate affiliation of the individual 
C. The projected availability of the individual over the next 12 months 
D. The proportion of the total project effort to be provided by the individual 
E. A resume of prior related experience.  For each project listed on the individual’s resume indicate: 

 
1. The role of the individual on that project 
2. The number of equivalent full-time months worked by the individual on that project 
3. The recentness of that project 

 
Resumes of individuals who will not be directly involved with the proposed project should not be included.  Resumes 
for staff of sub-consultants should be included in the same format as those for the prime consultant.  

Section 3 - Project Team 

Show a project team organization chart.  For each individual indicate what proportion of total project staff-hours that 
individual will provide.  Sum of all these proportions should be 100%.  This may be divided into phases with 
proportions summing to 100% for each phase, if appropriate.  Indicate the extent that individual team members have 
previously collaborated in terms of full-time months of collaboration. 

Section 4 – Additional Firm Experience 

Include a brief statement of the Offeror's experience in providing the services stated in the Scope of Services. Include 
experience of key individuals to be assigned to this contract, emphasizing their experience in working with similar 
contracts and local governments.  Show only experience directly related to their assigned duties under the proposed 
contract.  

Section 5 - References 

Provide a list of at least three clients for whom similar services of similar size and scope have been provided and dates 
when the service was provided.  Include project name, types of services performed, client name, individual contact 
name, address, telephone number, and e-mail address. 

Section 6 - Summary 

A brief summary of the reasons that the Offerors believe themselves to be the most qualified for this project. 
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Section 7 – Pricing 

Please provide proposed price for a complete system with maximum number of assets noted on page 4 of this RFP. 

The City of Lynchburg is specifically requesting two pricing options:  

1. If the system is self-hosted by the City 
2. If the system is vendor-hosted in the cloud  

 
Please explain the cost associated with user license fees, if any. 

Section 8 – Sample Reports 

Please provide sample system output reports in this section. These reports do not count toward the 30 page maximum.  

VI. PROPOSAL EVALUATION AND AWARD 

The following criteria will be utilized in evaluating proposals: 

A. Demonstrated understanding of the tasks and requirements depicted in the proposal. (20 points) 
B. Expertise, experience, and qualifications of the assigned staff in providing services on projects of similar size 

and scope. (20 points) 
C. Testing/Demo (20 Points) 
D. Functionality, implementation and reporting capabilities of the proposed solution, to include, all items described 

in the Scope of Work/Specifications. (10 points) 
E. Current implementations (number and size) in a local government environment for general fleet vehicles, 

including documented savings or efficiencies. (10 points) 
F. Conciseness and clarity of proposal organization including relevance of staff to this project and organization of 

the project team. (10 points) 
G. Pricing (10 points) 

 
Method of Award 

Following evaluation of the written proposals as submitted, extended interviews with software demonstrations shall 
be held prior to selection. The opportunity to present shall be made to two or more Offerors deemed to be fully 
qualified and best suited among those submitting proposals, on the basis of the factors involved in the Request for 
Proposal, and respondents ranked 1, 2, 3 or more. Upon completion of the extended interviews and software 
demonstrations, the selection committee shall select firms for negotiation. The City project manager shall begin 
negotiations with the selected firm(s) in an attempt to reach an agreement to provide the services.  Price shall be 
considered, but need not be the sole determining factor. If after negotiations have been conducted with the top ranked 
firm(s), an agreement cannot be reached, negotiations will be terminated with that firm, and negotiations began with 
the next highest ranked firm.  This procedure will continue until an agreement is reached or negotiations are 
terminated and the services re-solicited.  At any stage of the selection process should the City determine in writing 
and in its sole discretion that only one Offeror is fully qualified, or that one Offeror is clearly more highly qualified 
than the others under consideration, a contract may be negotiated and awarded to that Offeror. 

VII. GENERAL TERMS AND CONDITIONS   

A.  Subcontracting and Assignment of Work 

The successful firm shall not subcontract or assign portions of the work, other than those specifically defined in the 
CONTRACT, without the express written consent of the City.  A description of any work the Offeror proposes to 
subcontract shall be submitted to the City for review and approval along with the name and address of the individual, 
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firm, or corporation that is the proposed subcontracting firm.  This submittal shall also include a list of the key 
personnel that the subcontractor firm will assign to the project.  All work performed by any subcontractor firm shall 
be coordinated by the successful firm and the successful firm will be responsible to the City for all work performed 
by any subcontracting firm or special consultant. 

B. Payment for Services 

Payments to the successful firm shall be made within 30 days after receipt of an approved invoice for services 
provided in the previous month.  Backup documentation for each invoice shall be provided in detail satisfactory to 
the City.  The successful firm’s records and documentation supporting such invoices shall be made available to the 
City upon reasonable request.  The successful firm agrees to retain all records, documents and support materials 
relevant to the CONTRACT for a period of five years following final payment.  Invoices must be prepared in formats 
as required by funding agencies. 

C. Independent Successful Firm 

The successful firm is an independent successful firm and nothing contained in a subsequent CONTRACT shall 
constitute or designate such firm or any of its agents or employees as employees of the City. 

D. Notification 

Any notice required by the Contract shall be effective if given by registered mail, return receipt requested, to the 
Successful firm in the name and at the address given in its proposal submission; provided that change of address 
shall be effective if given in accordance with this paragraph.  Unless otherwise specified, any notice to the City shall 
be given to the City of Lynchburg, Procurement Manager, 900 Church Street, Lynchburg, VA 24504.  The 
Successful firm agrees to notify the City immediately of any change of legal status or of address.  Any notice 
provided in accordance with this paragraph shall be deemed to have been completed five calendar days after the date 
of mailing. 

E. Termination and Ownership of Documents 

The City reserves the right to terminate the contract upon written notice to the Successful firm.  In the event of 
termination pursuant to this paragraph which is not the fault of the Successful firm, the Successful firm shall be paid 
for all services provided through the date of termination.   

NON-APPROPRIATION CLAUSE. Payment and performance obligations of the City, beyond the initial year of this 
Contract, are expressly conditioned upon the availability of and appropriation by the City of public funds in each 
subsequent fiscal year. When public funds are not appropriated to support continuation of performance by the City in 
a subsequent fiscal year, this contract and the City’s obligations hereunder shall automatically expire, without 
liability or penalty to the City. Within a reasonable time following City Council’s adoption of the budget, the City 
shall provide the Contractor with written notice of any non-appropriation of funds affecting this contract. 

The Successful firm agrees that all information and materials gathered and/or prepared by or for it under the terms of 
the CONTRACT shall be delivered to, become and remain the property of the City upon completion of the work or 
termination of the CONTRACT.  The City shall have the right to use and reproduce the data and reports submitted 
hereunder, without additional compensation to the Successful firm. 

F. Laws and Regulations 

The Successful firm shall abide by all Federal, State and Local laws and regulations governing the provision of the 
services called for in the contract.  The Successful firm shall give notice and comply with all laws, ordinances, rules, 
regulations, and lawful orders of any public authority bearing on the performance of the work. 
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Any legal proceedings arising out of or related to this agreement shall be filed by the parties in the City of Lynchburg 
General District Court or the Lynchburg Circuit Court. 

G. Additional Services 

The City may add to the Scope of Services or make changes in the Scope of Services any services of a similar nature 
to those specified in the Scope of Services of this Request for Proposals as mutually agreed to at a price mutually 
agreed upon. 

H. Severability 

Each paragraph and provision of the resultant contract will be severable from the entire agreement and if any 
provision is declared invalid, the remaining provisions shall remain in effect. 

I. Licenses and Permits 

The Successful firm shall secure and pay for all permits, governmental fees and licenses necessary for the proper 
execution and completion of the work which are legally required prior to and during the work. The City will not 
charge for any permits required by the City of Lynchburg. 

J. Nondiscrimination 

If the resultant contract exceeds $10,000, during the performance of the contract, the Successful firm agrees as 
follows: 

1. The Successful firm will not discriminate against any employee or applicant for employment because of 
race, religion, color, sex or national origin, except where religion, sex or national origin is a bona fide 
occupational qualification reasonably necessary to the normal operation of the Successful firm.  The 
Successful firm agrees to post in conspicuous places, available to employees and applicants for employment, 
notices setting forth the provisions of this non-discrimination clause. 

2. The Successful firm, in all solicitations or advertisements for employees placed by or on behalf of the 
Successful firm, will state that such Successful firm is an equal opportunity employer. 

3. Notices, advertisements and solicitations placed in accordance with federal law, rule or regulation shall be 
deemed sufficient for the purpose of meeting the requirements of this section. 

4. The Successful firm will include the provisions of the foregoing paragraphs a, b and c in every subcontract 
or purchase order of over $10,000, so that the provisions will be binding upon each subcontracted firm or 
vendor. 

K. Payments to Successful firms 

In accordance with Virginia Code Section 2.2-4354 the Successful firm agrees that: 

1. Should any contractor be employed by the Successful firm for the provision of any goods or services under 
this Contract, the Successful firm agrees to the following: 
a. The Successful firm shall, within seven days after receipt of any payments from the City pursuant to this 

Contract, either: 
i. Pay the subcontractor for the proportionate share of the total payment received from the City 

attributable to the goods or services provided by the subcontractor; or 
ii. Notify the City, as applicable, and the subcontractor, in writing, of the intention to withhold all or 

a part of the subcontractors firm's payment with the reason for non-payment. Written notice to the 
City shall be given to: City of Lynchburg Procurement Manager, Third Floor City Hall, 900 
Church Street, Lynchburg, VA 24504.   
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2. The Successful firm shall pay interest to the subcontractors firm, at the rate of one percent per month on all 
amounts owed to the subcontractors firm that remain unpaid after seven days following receipt of payment 
from the City for goods or services provided under this Contract, except for amounts withheld under 
subparagraph (a)(2) above. 

3. The Successful firm shall include in each of its subcontracts a provision requiring each subcontractors firm 
to include or otherwise be subject to the same payment and interest requirements with respect to each lower-
tier subcontractors firm. 

4. The Successful firm's obligation to pay an interest charge to a subcontractors firm shall not be an obligation 
of the City. 

5. No contract modification shall be allowed for the purpose of providing reimbursement for these interest 
charges.  No cost reimbursement claim shall include any amount for reimbursement of these interest charges. 

 
L. Contractual Claims 

Contractual claims, whether for money or other relief, shall be submitted in writing no later than 60 days after final 
payment; however, written notice of the Successful firm's intention to file such claim shall have been given at the 
time of the occurrence or beginning of the work upon which the claim is based.  Any notice or claim shall be 
delivered to the City's Procurement Manager, Third Floor City Hall, 900 Church Street, Lynchburg Virginia 24504 
and shall include a description of the factual basis for the claim and a statement of the amounts claimed or other 
relief requested.  The City's Procurement Manager shall render a decision on the claim and shall notify the 
Successful firm within 30 days of receipt of the claim.  The Successful firm may appeal the decision of the City’s 
Procurement Manager by providing written notice to the City Manager, within 15 days of the date of the decision.  
The City Manager shall render a decision on the claim within 60 days of the date of receipt of the appeal notice and 
such decision shall be final unless the Successful firm appeals the decision in accordance with the Virginia Public 
Procurement Act.  Invoices for all services or goods provided by the Successful firm shall be delivered to the City no 
later than 30 days following the conclusion of the work or delivery of the goods. 

M. Taxes 

The Successful firm shall pay all City, State, and Federal taxes required by law enacted at the time proposals are 
received and resulting from the work or traceable thereto, under whatever name levied.  Said taxes shall not be in 
addition to the contract price as the taxes shall be an obligation of the Successful firm and not of the City and the 
City shall be held harmless for same by the Successful firm. 

N. Indemnification 

To the fullest extent permitted by law, the Successful firm, for itself, heirs, representatives, successors and assigns 
agrees to save, defend, keep harmless and indemnify the City and all of its officials, agents and employees 
(collectively, the "City") from and against any and all claims, loss, damage, injury, costs (including court costs and 
attorney's fees), charges, liability or exposure, however caused, resulting from, arising out of or in any way 
connected with the Successful firm's performance (or nonperformance) of the agreement terms or its obligations 
under this agreement. 

O. Contract Assignment 

The resultant contract may not be assigned, in whole or part, without the written consent of the City.  

P. Royalty and License Fees and Copyright, Trademark and Patent Protection 

The Successful firm shall pay all royalty and license fees relating to the items covered by the contract.  In the event 
any third party shall claim that the manufacture, use and sales of these goods offered hereby constitutes an 
infringement of any copyright, trademark, or patent, the Offeror shall indemnify and hold harmless the City from any 
cost, expense, damage or loss incurred in any manner by the City on account of such alleged infringement. 
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Q. Responsibility for Property 

The Successful firm shall be responsible for damages to property caused by work performed under the CONTRACT.  
Property damage to surrounding or adjoining areas caused directly or indirectly by actions or omissions of the 
Successful firm shall be repaired or replaced by the Successful firm, to the satisfaction of the Owner, at the 
Successful firm's expense. 

R. Precedence of Documents 

The precedence of documents shall be as follows: the CONTRACT, the Request for Proposals and the Offeror’s 
response to the Request for Proposals.  

S. Insurance 

The selected firm shall be required to maintain in force such insurance, in amounts acceptable to the City, as will 
protect himself and the City from claims which may arise out of or result from the execution of the work, whether 
such execution be by himself, his employees, agents, subcontractor firms or by anyone for whose acts any of them 
may be liable.  This coverage should include, at a minimum, Worker's Compensation, General Liability (including 
premises/operations, independent successful firms, products and completed operations, contractual liability and 
personal injury liability) and Professional Liability.  All insurance shall be provided by companies authorized to 
conduct business in the Commonwealth.  The selected firm shall furnish the City with an original Certificate of 
Insurance upon request.  The Certificate should name the City as additional insured under their General Liability 
coverage.  The selected firm shall notify the City at least 30 days prior to policy cancellation, non-renewal or 
reduction of coverage. 

T. Administrative Appeals Procedure 

1. The following are the exclusive procedures for a bidder or offeror to protest the city's award or decision to 
award a contract.   
a.  Any protest to award a contract shall be in writing and shall be delivered so that it is received by the city 

manager not later than five (5) business days after announcement of the award or decision to award, 
whichever comes first.  Otherwise any such protest shall be deemed to be waived. 

b.  Except for a protest of an emergency or sole source procurement, a protest of a city award or decision to 
award a contract may only be made by a person who submitted a bid or proposal for the procurement at 
issue and who was reasonably likely to have its proposal accepted but for the city's decision.  In the case of 
emergency or sole source procurement, a protest may only be made by a person who can show that he was 
reasonably likely to have submitted a successful bid or proposal if the procurement had been other than 
emergency or sole source. 

c.  Protests shall only be granted if (1) the protester has complied fully with this Sec. 18.1-6 and there has 
been a violation of law, the Lynchburg public procurement code, or mandatory terms of the solicitation 
that clearly prejudiced the protestor in a material way, or (2) a statute requires voiding of the decision. 

d.  The City Manager shall issue a written decision on a protest within ten (10) days of its receipt by the city 
manager. 

e.  If the protest is denied, the protestor may only appeal the denial or otherwise contest or challenge 
procurement by then filing suit in the Lynchburg Circuit Court, Lynchburg, Virginia, and serving the City 
with such suit within ten (10) days of such denial.  Otherwise, the City Manager's decision shall be final 
and conclusive, and the protester's right to appeal the denial or to otherwise contest or challenge the 
procurement shall be deemed to be waived. 

f.  The City should defer award of a contract where the decision to award has been protested unless there is a 
written determination by the City Manager that proceeding without delay is necessary to protect the public 
interest or unless the bid or offer of the prospective awardee would expire. 

g.  The validity of a contract awarded and accepted in good faith shall not be affected by the fact that a protest 
or appeal is filed. 

h.  The exclusive relief allowed if a protest is granted is to void the decision being protested.  If a contract has 
already been awarded and performance under the contract has begun, the contract need not be voided if not 
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in the public interest to do so.  Under no circumstances will any monetary amount be allowed to the 
protestor as part of any relief granted. 

i.  Strictly following these procedures shall be a mandatory prerequisite for protest of the City's award or 
decision to award a contract.  Failure by a bidder to follow these procedures strictly shall preclude that 
bidder's protest and be deemed to constitute a waiver of any protest. 

2. A protest may not be based upon the alleged non-responsibility of a person to whom the city awards or makes 
a decision to award a contract. 

U. Drug Free Workplace 
In accordance with Sec 2.2-4312 of the Virginia Code, during the performance of this contract, the Consultant agrees 
to (i) provide a drug-free workplace for the consultant’s employees; (ii) post in conspicuous places, available to 
employees and applicants for employment, a statement notifying employees that the unlawful manufacture, sale, 
distribution, dispensation, possession, or use of a controlled substance or marijuana is prohibited in the Consultant’s 
workplace and specifying the actions that will be taken against employees for violations of such prohibition; (iii) state 
in all solicitations or advertisements for employees placed by or on behalf of the consultant that such consultant 
maintains a drug-free workplace; and (iv) include the provisions of the foregoing clauses in every subcontract or 
purchase order of over $10,000, so that the provisions will be binding upon each sub-Consultant or vendor. 

Successful consultant shall not use, possess, manufacture, or distribute alcoho1 or illegal drugs during the 
performance of the contract or while on City premises or distribute it to City employees.  

Successful Consultant understands that a violation of these prohibitions constitutes a breach of the contract and that 
the City has the right cancel the contract. 

For the purpose of this section, “Drug-free workplace” means a site for the performance of work done in connection 
with a specific contract awarded to a Consultant, the employees whom are prohibited from engaging in the unlawful 
manufacture, sale, distribution, dispensation, possession or use of any controlled substance or marijuana during the 
performance of the contract.  



Attachment A
Requirements - Vendor Responses

1

Yes/No

Technical Questions:
Field Level Security?
Is your data center SAS70 certified Tier 4?
24/7 Security Monitoring?
Single or Multi-Tenant?

Ability to archive and purge data

Browser-based user interface; must be Microsoft (Windows Explorer or Edge) or Google Chrome
Interoperability with the City's GIS is desired. The system must be compatible with Esri's ArcGIS 
suite of products

Must be web-based

If vendor-hosted (cloud), vendor and system must abide by City Information Security Policies
ODBC/Ad-Hoc Reporting

If self-hosted by the City, our database management system is Microsoft SQL Server

Integration to Outlook for the ability to communicate with email and have calendar functionality (scheduling)

System Requirements:
Comments

Must Meet City IT System Requirements
Ability to incorporate into Active Directory for authentication access
Ability to import and export data in major file formats (Microsoft-based tools)

Ability to add user defined fields and forms
Data migration (initially and back to us at the end of agreement)
Full access to our information, for viewing/transfer at any time

Shall be downloadable to Excel and other formats

All reports shall be easily cusomizable by user
Shall include any/all "canned reports"
Shall include not less than 5 "custom reports" as defined by City

Ability to secure system functionality by user role
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2

Yes/No

Differentiate active assets from administered assets (own & maintain; admin; admin/maintain)

Construction and lawn equipment +/- 200

Assigned user information: Name/Contact info, building location/address, Dept., Supervisor

Passenger and heavy duty vehicles +/- 500

Asset Management:

Administered assets - up to 500 assets. These include outside agency-owned vehicles and equpment 
that are maintained in our system for the following:

Standardized Vehicle Class Codes (NAFA or other comparable professional organization)

Asset parent-child relationship

Owned and Maintained assets - up to 1,000 Active assets. Active assets include but are not limited to: 

Maintenance provided by fleet

Snow Plows and Salt Spreaders +/- 100
All city-owned miscellaneous equipment maintained by Fleet +/- 25

Car wash access

Allow for other items such as "gas cans" and/or fuel key users
Administered and Maintained assets - up to 100 assets. These include outside agency-owned vehicles 
that are tracked in our system for the following:
Fuel site access, purchasing, and billing

Fuel site access, purchasing, and billing
Car wash access
Ability to upload and store pictures, documents, etc. for each asset and be accessible by hyperlink

Motor pool Management, organization, tracking, monitoring, and scheduling/billing rentals/fuel
Customer access: vehicle status checking, maintenance scheduling/fleet #'s, etc.

Labor hours for billing, tracking, efficiency, productivity, etc. 
Parts cross-reference
Barcode scanning capability for new vehicle entries (must also have VIN decoder)

Information and Access

Comments

Incorporate labor guide repair times from Mitchell (or other comparable professional source) - must 
auto-populate on the repair/work order for each line item when created



Attachment A
Requirements - Vendor Responses

3

Yes/No
Individual mobile technician work stations that include:
Tablets that can use a camera to scan the VIN to populate the fields with vehicle info
Tablets shall work on the City's wireless network and with industry repair software
Ability to check inventory, order parts, and view parts' order status thru integration with parts vendor 
(3rd party) system
Abilty for technicians to add notes directy to work orders
Ability to access service bulletins, troubleshooting charts, maintenance software, etc. directly
Spell-check
Customizable Dashboards to include:
Fleet availability rates by department, vehicle type or class, and overall fleet
Cost per mile rates by department, vehicle type or class, and overall fleet
PM compliance; due for month, completed for month, and overdue
Asset replacements; ordered, but not received, eligible, and projected
Billing and budget tracking
Labor Efficiency
Tracking and Reporting
Must provide a minimum of 5 user-defined custom reports that shall be included in intial cost 
(reports to be presented during vendor demonstration)
All Industry standard KPI's 
Track and report recalls; assigned and completed
Track and report labor efficiency; based on vendor-provided labor estimates and assigned hours
Track and report Fleet availabilty rates by department, vehicle type or class, and overall fleet
Track and report Cost per mile rates by department, vehicle type or class, and overall fleet
Track and report PM compliance; due for month, completed for month, overdue
Track and report Replacements; ordered, but not received ,eligible, projected; including cost estimate
Track and report Fuel consumption and economy by department, vehicle type or class, and overall fleet
Track and report Warranties (parts, assets, and services); coverage start/end dates; mileage start/end
Track, alert, and report Asset utilization; mileage trends (usage), idle time, and vehicle idling
Establish, track, update, and report Dept. and Division Master listings, user groups, cost centers, etc.

Comments
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4

Yes/No

Statistics (# of occurrences, cumulative costs, etc. per dept. and whole fleet)
Track and report accidents including, but not limited to:

Comments

Associated costs
Downtime
Trends
Performance Measures and Monitors
Utilize electronic boards in the Shop so that the technicians do not have to come inside the office to see what 
work is outstanding. Also, have a board in the office area for personnel and customers.

Track work orders to include open/closed times, work order aging, etc. 
Cost per mile, fuel costs, fuel consumption, maintenance costs, repair costs, accident costs, etc. (by 
department, class or type, etc.)
Life to date costs, cost of use - complete Life-Cycle Cost Analysis

Turnaround time tracking by department, vehicle type or class, and for entire Fleet
Under/over-utilization tracking and replacement/pull out of service recommendations, etc. 

Downtime management; reference to required times by end user
Track and identify (flag and report) Repeat Mx and Mx repair trends
PM compliance/etc.; PM's shall be setup by time and mileage, and flagged on either one
Automated updates for PM compliance reporting (make PM schedules and appointments readily 
available to parts vendor for pre-ordering of parts)
PM scheduling/projection; with defined parts list/labor times/checklist/workload management
Labor efficiency; based on automated labor estimates and assigned hours
Fuel consumption/efficiency
Vehicle and Equipment replacement module
Estimator/forecaster with historical and future price increase estimates
Reporting that shows when a vehicle is at 50%, 75%, and 100%  of its acquired cost/useful life. This 
would need to work on units with and without an odometer or hour meter (trailers, etc.)
Replacement eligible flagging; vehicles that are being replaced shall be tagged as such, then they shall 
be automatically flagged as "being replaced" when opening a work order
Life-cycle costs: Acquisition; Operating (fuel, oil, tires, maintenance); Repair; Warranty; Accident; 
Resale; etc.
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5

Yes/No

Yes/No

Shall provide a labor time estimating guide that auto-populates on work order

Ability to establish and track Warranty work orders independently
Ability to establish and track Accident work orders independently

Ability to track by way of reporting repairs by system code to identify problem areas/trends
Use a full repair code list that encompasses all vehicle repairs that apply to our operation, broken 
down to specific item diagnosed/repaired/replaced
Vendor  / off-site repair work orders

Warranty Flagging; parts covered under warranty are flagged when opening a work order
Easily access asset work order history, maintenance performed, parts replaced, warranty history 
directly from work order, technician station via hyperlink 

Automatically log technicians off the job if/when they clock on to another

Ability to bill multiple account codes; with or without markups

Custom billing application required as shown in report in Attachment C

Track costs together and individually (accident costs, tires, repairs, PM's, fuel, labor, etc.) 
During weather-related events, the system needs to be able to change billing codes on individual work 
orders to reflect a storm billing code rather than normal billing codes so that during the billing 
process, costs for these work orders are automatically captured separately from other work orders 
during the billing cycle.

Repeat maintenance and maintenance repair trend alerts when opening a work order or 
ordering/replacing parts

Electronic Work Orders
Comments

Comments

Hyperlinks within various applications that could be accessed should there be a question of what to do 
next, e.g. when making a new repair order or adding a repair line

Work Order Management:

Integrate with parts, fuel, departments, and outside agencies, etc. 

Billing Module:
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6

Yes/No

Assist Fleet with cleanup and transition of all data (prefer on-site)
Assist City IT as needed for Server and System installation/management
Develop deliverables list for Fleet, IT, and Vendor

Assign dedicated Project Manager for the overall project

Fuel management system (currently FuelMaster)
Parts vendor management system - inventory/issue/billing, etc. - currently ADP and/or NAPA (Allow 
parts to be billed out as they are handed out to the technician. Provide a live snap shot of repairs at a 
glance for customer inquiries.)

AIM System
GPS/AVL (with Marshal GIS)

Schedule milestones and meetings, and attend the meetings in-personSchedule milestones and meetings, and attend the meetings in-person

Make presentations as requested

Hardware/Software Installation & setup

Integration Requirements:

Vendor Requirements:

Training for other department users

Comments

Schedule/manage/analyze/approve all phases of implementation

Provide timeline for complete turnover; system to system
Readily available customer service assistance, at least from 7 a.m. to 5 p.m. daily
Conduct annual site visits to; provide hands-on assistance, allow for Q&A session, etc. 
Create and assess a test environment
Product implementation training and preparation for implementation (40+ hours)
Train all Fleet and IT personnel on use and maintenance of complete system as well as troubleshooting

Provide at a minimum, annual software maintenance (updates shall be provided within reasonable 
time period from vendor issuance)

Configure all modules/reports as addressed in this document 
Assign users and user groups as necessary
Provide automatic system updates and backups
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7

Yes/No
Successful vendor must agree to thoroughly review and sign the City of Lynchburg's Memorandum of 
Understanding regarding Third Party Network Connections provided as Attachment D. 

Comments
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Example of a Custom Report 
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##

#

#

WORK ORDER COUNT - 52
LABOR HOURS :  87.26

3,676.40 17,194.92 5,404.79 2,663.5

VEHICLE COUNT -      154

AGENCY     0645     TOTALS - 4,071.54 4,727.82 7,209.97AGENCY     0645     TOTALS - 4,071.54

85.1198.01571.8936.40208.710.000.00208.710.00EMIS    3245     TOTALS

0.00.000.000.00208.710.000.00208.71
198.01571.8936.400.00 NON W.O. 0.000.00

I184992012 FORD F450 4X4DRW
2012 FORD F450 4X4DRW3245

3245 0.0012/12/2018

127.09 0.00 496.22

169.18 68.9

0.000.00

36.40 0.00

85.1

0.00 0.00 0.00
0.0

EMIS    2921     TOTALS 620.40 414.64 127.09 0.00 1,162.13

0.0
2921 2006 FORD F550 0000075767 12/13/2018 68.24 300.89 0.00 0.00 0.00

68.9
2921 2006 FORD F550 0000075649 12/05/2018 552.16 113.75 0.00 0.00 665.91
29212921 2006 FORD F550 NON W.O.  0.00 0.00 0.00 0.00

36.40 0.00 0.006,313.17

36.40 0.00 169.18

0.0

0.00 0.00 0.00 0.0

EMIS    2687     TOTALS 1,109.84 323.73 4,879.60 0.00

0.0
2687 2002 GMC C7500 0000075793 12/11/2018 0.00 0.00 4,625.42 0.00 4,625.42

0.00 0.00 893.90 0.00 0.00 0.00
0.00 0.00 0.00 0.0

2687 2002 GMC C7500 0000075676 12/28/2018 626.91 266.99

0.0
2687 2002 GMC C7500 0000075452 11/20/2018 482.93 56.74 254.18 0.00 793.85

0.00 0.00 0.00 36.40 0.00 0.002687 2002 GMC C7500 NON W.O.  2687 2002 GMC C7500

AGENCYFUND NUMBER : 0645

AGENCY NAME : Grounds Maint

TOTAL MAINT $ ADMIN $PARTS $ SUBLET $  CREDIT 
$

 CAPITAL $ FUEL $ GALLONS

40100.0005 FUEL

EQUIP# EQUIP-DESCRIPTION W.O.#         CLOSED       LABOR $

BILLING PERIOD:  12/01/2018  -  12/31/2018

W.O. DATE 40100.0003 40100.0002 40100.0004 MISC. 
OR 

ALL 40100.0001

FLEET SERVICES CITY OF LYNCHBURG, VIRGINIA PAGE : 1
DATE : 01/03/2019

MONTHLY BILLING DETAIL
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9.4
39.7
52.6
24.8
18.8
18.8

1,109.1
8,078.5

309.5
37.0

3,613.3
97.2

650.9
6,580.6

0.0
4,297.9
2,663.5

713.1
83.3
35.0

434.7
31.5

499.3
0.0
0.0

266.6
85.0

45.8

46.0

36.43
40.97

64.58
36.4067.50

AGENCY 1001-2050-0090 90.00 0.00 0.00 0.00 90.00
40.62 145.60 730.57

0.00 0.00

145.60 751.84 77.14 46.0

145.60 751.84 77.14

FUND TOTAL :   2022 71.93 47.36 0.00 0.00 119.29

0.00 89.16 45.8

AGENCY 2022-2561-0905 71.93 47.36 0.00 0.00 119.29

0.00 89.16

FUND TOTAL :   2014 0.00 0.00 0.00 0.00 0.00 36.40

61,028.84 29,750.1

AGENCY 2014-2125-0425 0.00 0.00 0.00 0.00 0.00 36.40

153.78

FUND TOTAL :   1001 28,630.99 38,218.40 31,407.88 0.00 98,257.27 22,968.40 192,856.77

471.35
AGENCY 1001-2715-1205 92.18 114.74 0.00 0.00 206.92 109.20 378.56

0.00
AGENCY 1001-2715-1202 105.34 72.35 0.00 0.00 177.69 364.00 1,812.75

0.00
AGENCY 1001-2611-1150 0.00 0.00 0.00 0.00 0.00 36.40 216.66

944.01
AGENCY 1001-2610-1100 0.00 0.00 0.00 0.00 0.00 36.40 0.00

64.41
AGENCY 1001-2563-1015 456.41 141.19 33.10 0.00 630.70 800.80 3,139.70

784.76
AGENCY 1001-2563-1002 0.00 0.00 0.00 0.00 0.00 36.40 0.00

61.80
AGENCY 1001-2562-0901 916.86 408.88 2,018.22 0.00 3,343.96 764.40 2,770.15

158.80
AGENCY 1001-2561-0929 0.00 0.00 0.00 0.00 0.00 109.20 349.79

1,404.28
AGENCY 1001-2561-0906 150.38 212.14 0.00 0.00 362.52 218.40 875.61

5,404.79
AGENCY 1001-2400-0650 759.37 686.30 55.24 0.00 1,500.91 837.20 2,336.75

9,197.15
AGENCY 1001-2400-0645 4,071.54 4,727.82 7,209.97 0.00 16,009.33 3,676.40 17,194.92

0.00
AGENCY 1001-2400-0640 0.00 0.41 0.00 0.00 0.41 837.20 40,401.80

15,341.91
AGENCY 1001-2400-0635 5,323.21 10,514.19 0.00 0.00 15,837.40 2,875.60 3,152.96

1,229.63
AGENCY 1001-2400-0632 6,997.26 12,722.16 6,150.33 0.00 25,869.75 2,839.20 32,928.86

177.64
AGENCY 1001-2400-0605 1,797.97 823.09 0.00 0.00 2,621.06 1,128.40 4,840.31

7,884.40
AGENCY 1001-2400-0600 180.00 0.00 0.00 0.00 180.00 109.20 247.19

74.43
AGENCY 1001-2270-0444 22.50 0.00 0.00 0.00 22.50 2,184.00 50,395.22

563.03
AGENCY 1001-2245-0422 0.00 0.00 0.00 0.00 0.00 72.80 431.47

14,778.48
AGENCY 1001-2240-0421 0.00 0.00 41.97 0.00 41.97 254.80 243.90

2,027.16
AGENCY 1001-2240-0420 6,804.68 7,314.40 15,839.41 0.00 29,958.49 4,586.40 25,441.99

30.13
AGENCY 1001-2200-0400 720.09 475.25 59.64 0.00 1,254.98 655.20 3,703.71

AGENCY 1001-2057-0116 35.08 0.00 0.00 0.00 35.08 109.20 615.65

113.52
AGENCY 1001-2045-0080 40.62 0.00 0.00 0.00

AGENCY 1001-2027-0044 67.50 0.00 0.00 0.00 280.55

21.40
AGENCY 1001-2023-0033 0.00 5.48 0.00 0.00 5.48 109.20

0.00
151.04

0.00 0.00 0.00 0.00 36.40 216.66

ACCOUNT SUMMARY: 

AGENCY 1001-2022-0021
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298.9
195.8
947.3
431.3

1,748.3
900.8

572.1

0.0
0.0
0.0
0.0

9.7

273.3
41.4

2,735.8
1,612.9

119.7
0.0
0.0
0.0
0.0

30,102.80 238,975.87 80,946.68 39,729.2

04545.0201   

0.00 8,886.26

04545.0203

1,819.39 1,601.60 1,518.45

GRAND TOTALS 33,470.01 44,970.04 39,705.32 0.00 118,145.37

REVENUE CODES:  5003-0500- 140- 04545.0205 04545.0200 04545.0202     

4,783.1

0.00 0.00 0.00 1,518.45 0.00

FUND TOTAL :   5003 609.65 1,209.74 0.00

0.00 0.00 0.00 0.00 0.00
AGENCY 5003-2060-0620 0.00 0.00 0.00

0.00 0.00 0.00 0.00 0.00
AGENCY 5003-0350-0095 0.00 0.00 0.00

0.00 0.00 0.00 0.00 0.00
AGENCY 5003-0350-0084 0.00 0.00 0.00

0.00 0.00 218.40 0.00 223.92
AGENCY 5003-0350-0082 0.00 0.00 0.00

0.00 1,819.39 1,383.20 0.00 3,019.10
AGENCY 5003-0350-0077 0.00 0.00 0.00

0.00 0.00 0.00 0.00 5,077.83
AGENCY 5003-0350-0068 609.65 1,209.74 0.00

0.00 0.00 0.00 0.00 66.38
AGENCY 5003-0350-0026 0.00 0.00 0.00

0.00 0.00 0.00 0.00 499.03
AGENCY 5003-0350-0008 0.00 0.00 0.00

0.00 72.80 393.36 22.09 9.7

AGENCY 5003-0350-0001 0.00 0.00 0.00

0.00 72.80 393.36 22.09

FUND TOTAL :   5001 0.00 0.00 0.00 0.00

AGENCY 5001-2030-0051 0.00 0.00 0.00 0.00

0.00 574.35 800.80 0.00 0.00 0.0

0.00 0.00 36.40 0.00 0.00

FUND TOTAL :   4030 366.45 207.90 0.00

0.00 0.00 36.40 0.00 0.00
AGENCY 4030-2350-501 0.00 0.00 0.00

0.00 574.35 291.20 0.00 0.00
AGENCY 4030-2350-0505 0.00 0.00 0.00

0.00 0.00 436.80 0.00 0.00
AGENCY 4030-2350-0502 366.45 207.90 0.00

1,142.29 254.80 5,543.08 1,174.12 572.1

AGENCY 4030-2350-0501 0.00 0.00 0.00

1,142.29 254.80 5,543.08 1,174.12

FUND TOTAL :   4025 259.16 155.55 727.58 0.00

AGENCY 4025-2450-0780 259.16 155.55 727.58 0.00

0.00 6,101.93 2,584.40 26,219.71 5,794.07 2,649.1

0.00 1,405.36 1,747.20 10,809.11 1,907.42

FUND TOTAL :   4020 955.28 2,793.34 2,353.31

0.00 4,696.57 837.20 15,410.60 3,886.65
AGENCY 4020-2450-0770 141.47 169.57 1,094.32

10,130.85 1,638.00 11,692.66 3,875.00 1,873.3

AGENCY 4020-2450-0755 813.81 2,623.77 1,258.99

1,760.57 291.20 1,255.25 790.10

FUND TOTAL :   4015 2,576.55 2,337.75 5,216.55 0.00

6,868.78 691.60 7,400.16 2,180.91
AGENCY 4015-2450-0765 420.06 189.50 1,151.01 0.00

1,338.91 218.40 1,469.76 355.94
AGENCY 4015-2450-0760 1,256.48 1,849.55 3,762.75 0.00

162.59 436.80 1,567.49 548.05
AGENCY 4015-2450-0750 822.88 261.85 254.18 0.00

AGENCY 4015-2450-0710 77.13 36.85 48.61 0.00
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City of Lynchburg 
MEMORADUM OF UNDERSTANDING 

 
 
This Memorandum of Understanding (MOU) by and between City of Lynchburg, and 
______________________ , a  ________________  corporation, with principal offices at 
_____________________________ (“Company”), is entered into as of the date last written 
below (“the Effective Date”). 
 
This Agreement consists of this signature page and the following attachments that are 
incorporated in this Agreement by this reference: 
 

1. Attachment 1: Third Party Network Connection Agreement Terms and Conditions 
2. Attachment 2  Network Connection Policy 
3. Attachment 3:  Third Party Connection Request - Information Requirements Document 
4. Attachment 4:  City of Lynchburg Non-Disclosure Agreement 

 
This Agreement is the complete agreement between the parties hereto concerning the subject 
matter of this Agreement and replaces any prior oral or written communications between the 
parties.   There are no conditions, understandings, agreements, representations, or warranties, 
expressed or implied, which are not specified herein.  This Agreement may only be modified by a 
written document executed by the parties hereto.  Any disputes arising out of or in connection 
with this Agreement shall be governed by Virginia law without regard to choice of law 
provisions.  Any legal action filed by either party to this agreement arising out of the performance 
or non-performance of the terms of this agreement shall be filed in the courts of the City of 
Lynchburg, Virginia and in no other forum. 
 
IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be duly executed.  
Each party warrants and represents that its respective signatories whose signatures appear below 
have been and are on the date of signature duly authorized to execute this Agreement. 
 
___________________________ (“Company”)  City of Lynchburg (“City of Lynchburg”) 
 
___________________________  ________________________________ 
         Authorized Signature   Authorized Signature 
 
___________________________  ________________________________ 
         Name   Name 
 
___________________________  ________________________________ 
         Date   Date 
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Attachment 1 
THIRD PARTY CONNECTION AGREEMENT 
TERMS AND CONDITIONS 
 
 
Objective: To ensure that a secure method of connectivity is provided between City of 
Lynchburg and Company and to provide guidelines for the use of network and computing 
resources associated with the Network Connection as defined below.  
 
Definition:  "Network Connection" means one of the City of Lynchburg connectivity 
options listed in Attachment 2 of the Network Connection Policy.  
 
 
1. Right to Use Network Connection. Company may only use the Network 

Connection for business purposes as outlined by the Third Party Connection 
Request - Information Requirements Document (Attachment 3).   

 
2. City of Lynchburg-Owned Equipment. 

2.1 City of Lynchburg may, in City of Lynchburg’s sole discretion, loan to 
Company certain equipment and/or software for use on Company 
premises. City of Lynchburg-Owned Equipment will only be configured 
for TCP/IP, and will be used solely by Company on Company’s premises 
and for the purposes set forth in this Agreement. 

 
2.2 Company may modify the configuration of the City of Lynchburg-Owned 

Equipment only after notification and approval in writing by authorized 
City of Lynchburg personnel.   

2.3 Company will not change or delete any passwords set on City of 
Lynchburg-Owned Equipment without prior approval by authorized City 
of Lynchburg personnel. Promptly upon any such change, Company shall 
provide City of Lynchburg with such changed password. 

 
3. Network Security. 

3.1 Company will allow only Company employees approved in advance by 
City of Lynchburg (“Authorized Company Employees”) to access the 
Network Connection or any City of Lynchburg-Owned Equipment. 
Company shall be solely responsible for ensuring that Authorized 
Company Employees are not security risks, and upon City of Lynchburg’s 
request, Company will provide City of Lynchburg with any information 
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reasonably necessary for City of Lynchburg to evaluate security issues 
relating to any Authorized Company Employee.  

3.2 Company will promptly notify City of Lynchburg whenever any 
Authorized Company Employee leaves Company’s employ or no longer 
requires access to the Network Connection or City of Lynchburg-Owned 
Equipment. 

3.3 Each party will be solely responsible for the selection, implementation, 
and maintenance of security procedures and policies that are sufficient to 
ensure that (a) such party’s use of the Network Connection (and 
Company’s use of City of Lynchburg-Owned Equipment) is secure and is 
used only for authorized purposes, and (b) such party’s business records 
and data are protected against improper access, use, loss alteration or 
destruction. 

 
4. Notifications. Company shall notify City of Lynchburg in writing promptly upon a 

change in the personnel providing the work performed over the Network 
Connection or whenever in Company’s opinion a change in the connection and/or 
functional requirements of the Network Connection is necessary. 

 
5. Payment of Costs. The requesting party will be responsible for all costs 

incurred by that party under this Agreement, including, without 
limitation, costs for phone charges, telecommunications equipment and 
personnel for maintaining the Network Connection. 

6. DISCLAIMER OF WARRANTIES. NEITHER PARTY MAKES ANY 
WARRANTIES, EXPRESSED OR IMPLIED, CONCERNING ANY 
SUBJECT MATTER OF THIS AGREEMENT, INCLUDING, BUT NOT 
LIMITED TO, ANY IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE. 

 
7. LIMITATION OF LIABILITY. EXCEPT WITH RESPECT TO THE 

COMPANY’S CONFIDENTIALITY OBLIGATIONS UNDER THIS 
AGREEMENT, IN NO EVENT WILL THE CITY OF LYNCHBURG 
BE LIABLE TO THE COMPANY FOR ANY SPECIAL, INDIRECT, 
INCIDENTAL, PUNITIVE OR CONSEQUENTIAL DAMAGES 
(INCLUDING LOSS OF USE, DATA, BUSINESS OR PROFITS) 
ARISING OUT OF OR IN CONNECTION WITH THIS AGREEMENT, 
INCLUDING WITHOUT LIMITATION, ANY DAMAGES 
RESULTING FROM ANY DELAY, OMISSION OR ERROR IN THE 
ELECTRONIC TRANSMISSION OR RECEIPT OF DATA 
PURSUANT TO THIS AGREEMENT, WHETHER SUCH LIABILITY 
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ARISES FROM ANY CLAIM BASED UPON CONTRACT, 
WARRANTY, TORT (INCLUDING NEGLIGENCE), PRODUCT 
LIABILITY OR OTHERWISE, AND WHETHER OR NOT A PARTY 
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH LOSS OR 
DAMAGE. 

 
8. Confidentiality. The parties acknowledge that by reason of their 

relationship to each other hereunder, each will have access to certain 
information and materials concerning the other’s technology and products 
that are confidential and of substantial value to that party, which value 
would be impaired if such information were disclosed to third parties 
(“Confidential Information”).  Should such Confidential Information be 
orally or visually disclosed, the disclosing party shall summarize the 
information in writing as confidential within thirty (30) days of 
disclosure. Each party agrees that it will not use in any way for its own 
account, except as provided herein, nor disclose to any third party, any 
such Confidential Information revealed to it by the other party.  Each 
party will take every reasonable precaution to protect the confidentiality 
of such Confidential Information (Freedom of Information Act laws 
apply).  The disclosing party shall advise whether or not it considers any 
particular information or materials to be Confidential Information.  The 
receiving party acknowledges that unauthorized use or disclosure thereof 
could cause the disclosing party irreparable harm that could not be 
compensated by monetary damages.  Accordingly each party agrees that 
the other will be entitled to seek injunctive and preliminary relief to 
remedy any actual or threatened unauthorized use or disclosure of such 
other party’s Confidential Information.  The receiving party’s obligation 
of confidentiality shall not apply to information that: (a) is already known 
to the receiving party or is publicly available at the time of disclosure; (b) 
is disclosed to the receiving party by a third party who is not in breach of 
an obligation of confidentiality to the party to this agreement which is 
claiming a proprietary right in such information; or (c) becomes publicly 
available after disclosure through no fault of the receiving party.   

9. Term, Termination and Survival. This Agreement will remain in effect until 
terminated by either party. Either party may terminate this agreement for convenience by 
providing not less than thirty (30) days prior written notice, which notice will specify the 
effective date of termination. Either party may also terminate this Agreement immediately 
upon the other party’s breach of this Agreement. Sections 5, 6, 7, 8, 10.1 and 10.2 shall 
survive any termination of this Agreement. 
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10. MISCELLANEOUS. 

10.1 Severability.  If for any reason a court of competent jurisdiction finds any 
provision or portion of this Agreement to be unenforceable, that provision 
of the Agreement will be enforced to the maximum extent permissible so 
as to effect the intent of the parties, and the remainder of this Agreement 
will continue in full force and effect. 

10.2 Waiver.  The failure of any party to enforce any of the provisions of this 
Agreement will not be construed to be a waiver of the right of such party 
thereafter to enforce such provisions. 

10.3 Assignment. Neither party may assign this Agreement, in whole or in part, 
without the other party’s prior written consent.  Any attempt to assign this 
Agreement, without such consent, will be null and of no effect.  Subject to 
the foregoing, this Agreement is for the benefit of and will be binding 
upon the parties' respective successors and permitted assigns. 

10.4 Force Majeure.  Neither party will be liable for any failure to perform its 
obligations in connection with any Transaction or any Document if such 
failure results from any act of God or other cause beyond such party's 
reasonable control (including, without limitation, any mechanical, 
electronic or communications failure) which prevents such party from 
transmitting or receiving any Documents. 
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Attachment2 
NETWORK CONNECTION POLICY 
 
 
Purpose:  To ensure a secure method of network connectivity between City of Lynchburg 
and all third parties and to provide a formalized method for the request, approval and 
tracking of such connections.  
 
Scope:  External company data network connections to City of Lynchburg can create 
potential security exposures if not administered and managed correctly and consistently.  
These exposures may include non-approved methods of connection to the City of 
Lynchburg network, the inability to shut down access in the event of a security breach, 
and exposure to hacking attempts. Therefore, all external company data network 
connections will be via a VPN provided by the City of Lynchburg.  This policy applies to 
all new Third Party Network Connection requests and any existing Third Party Network 
Connections.  When existing Third Party Network Connections do not meet all of the 
guidelines and requirements outlined in this document, they will be re-engineered as 
needed or terminated, at the sole discretion of the City of Lynchburg. 
 
Definitions:  A "Network Connection" is defined as one of the connectivity options listed 
in Section B. below.  “Third Parties” is defined as City of Lynchburg Partners, Vendors, 
Suppliers and such other entities as the State, other localities, Courts, etc. 
 
A. Third-Party Connection Requests and Approvals 

All requests for Third Party connections must be made using the appropriate 
method based on the support organization.  A request to the City of Lynchburg’s Help 
Desk (434) 401-HELP will initiate the process.  After the MOU has been submitted the 
City of Lynchburg will process for approvals or further discussions required for approval 
or denial. 
 
The required information is outlined in the Third Party Connection Request - 
Information Requirements Document (See Attachment 3 of this document).  All 
information requested on this form must be completed prior to approval and sign off.  It is 
Company’s responsibility to ensure that Company has provided all of the necessary 
information and that such information is correct. 
 
All Third Party connection requests must have a City of Lynchburg IT Director’s 
signature for approval. In some cases approval may be given at a lower level with pre-
authorization from the City of Lynchburg’s IT Director.  Also, all Third Parties requesting 
a Network Connection must complete and sign a City of Lynchburg Non-Disclosure 
Agreement (Attachment 4).  
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As a part of the request and approval process, an authorized representative of the 
Company will be required to read and sign the "Third Party Connection Agreement " and 
any additional documents, such as the City of Lynchburg Non-Disclosure Agreement. 
 
B. Connectivity Options 
The only connectivity option for providing a Third  Party Network Connection is via the 
City’s VPN. Anything that deviates from this standard method must have a waiver sign-
off by the City of Lynchburg IT Director.  Encrypted tunnels should be terminated on the 
Partner’s Network whenever possible.  In certain circumstances, it may be required to 
terminate an encrypted tunnel on the targeted subnet, in which case the normal City of 
Lynchburg perimeter security measures will control access to the City’s internal devices. 
 
C. Services Provided 
In general, services provided over Third Party Network Connections should be limited 
only to those services needed, and only to those devices (hosts, routers, etc.) needed. 
Blanket access will not be provided for anyone.  The default policy position is to deny 
all access and then only allow those specific services that are needed and approved by 
City of Lynchburg pursuant to the established procedure. 
 
In no case shall a Third Party Network Connection to City of Lynchburg be used as the 
Internet connection for the Third Party. 
 
The standard set of allowable services are listed below: 
 

File Exchange via ftp – Where possible, file exchange via ftp should 
take place on the existing City of Lynchburg ftp servers.   
 
Electronic Mail Exchange – Business-related email exchange between 
City of Lynchburg and Third Parties may be conducted over the Network 
Connection as needed.  Mail from Third Party sites to non-City of 
Lynchburg addresses will not be allowed over the Network Connection. 
 
Telnet Access – Telnet access will be provided to specific City of 
Lynchburg hosts, as needed.  Employees from Third Parties will only be 
given accounts on the specific City of Lynchburg hosts that are needed.  
Where possible, router ACLs and static routes will be used to limit the 
paths of access to other internal City of Lynchburg hosts and devices. 
NOTE:  NIS accounts and Directory Services are not to be established for 
employees of Third Parties who have accounts on City of Lynchburg 
hosts. 
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Web Resource Access – Access to internal web resources will be 
provided on an as-needed basis. Access will be provided by mirroring the 
appropriate web resources to a web server that resides on the Partners 
Network.  Access to City of Lynchburg’s public web resources will be 
accomplished via the normal Internet access for the Third Party. 
 
Access to Source Code Repositories This access will be decided on case 
by case basis. 
 
SQL*Net Access – This will be decided on a case by case basis. 
 
ERP Access – This will be decided on a case by case basis. 
 

E. City of Lynchburg Equipment at Third Party Sites 
In some cases it may be necessary to have City of Lynchburg-owned and maintained 
equipment at a Third Party site.  All such equipment will be documented on the Third 
Party Connection Request – Information Requirements Document.  Logical and physical 
access to network devices such as routers and switches will only be provided to City of 
Lynchburg support personnel and not withheld when requested.  All City of Lynchburg-
Owned Equipment located at Third Party sites must be used only for business purposes.  
Any misuse of access or tampering with City of Lynchburg-provided hardware or 
software, except as authorized in writing by City of Lynchburg, may, in City of 
Lynchburg’s sole discretion, result in termination of the connection agreement with the 
Third Party as well as possible grounds for damages.  If City of Lynchburg equipment is 
loaned to a Third Party, the Third Party will be required to sign an appropriate City of 
Lynchburg Equipment Loan Agreement, if one is required 
 
F. Protection of Company Private Information and Resources 
The City of Lynchburg network support group responsible for the installation and 
configuration of a specific Third Party Connection must ensure that all possible measures 
have been taken to protect the integrity and privacy of City of Lynchburg confidential 
information.   
 
Security of Third Party Connections will be achieved by implementing “Access Control 
Lists” on the routers to which the Third Party sites are connected.  The ACLs will restrict 
access to pre-defined hosts within the internal City of Lynchburg network.  The ACLs 
will be determined by the appropriate support organization.  A set of default ACLs may 
be established as a baseline. 
 
Enable-level access to City of Lynchburg-owned/maintained routers on Third Party 
premise will only be provided to the appropriate support organization.  All other business 
personnel (i.e. Partner Site local technical support personnel) will have restricted 
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access/read-only access to the routers at their site and will not be allowed to make 
configuration changes. 
 
G. Audit and Review of Third Party Network Connections 
All aspects of Third Party Network Connections - up to, but not including Company’s 
firewall, will be monitored by the City of Lynchburg network support group.   
Nightly audits will be performed on all City of Lynchburg-owned/maintained Third Party 
router/network device configurations and the output will be mailed to the City of 
Lynchburg network support group.  Any unauthorized changes will be investigated 
immediately. 
 
All Third Party Network Connections will be reviewed on a quarterly basis and 
information regarding specific Third Party Network Connection will be updated as 
necessary.  Obsolete Third Party Network Connections will be terminated. 
 
H. City of Lynchburg IT Security Personnel 
City of Lynchburg IT Security personnel have the responsibility for maintaining related 
policies and standards.  IT Security personnel will also provide advice and assistance 
regarding judgment calls, and will facilitate information gathering in order to make a 
correct decision.  Global coordination of confidentiality and non-disclosure agreements 
with all third parties is also the responsibility of City of Lynchburg IT Security personnel. 
 
I. City of Lynchburg Enterprise Network Services   
The Network Services Group is responsible for all global firewall design, configuration 
and engineering required for support of the Network. 
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Attachment 3 
THIRD PARTY CONNECTION REQUEST - INFORMATION 
REQUIREMENTS DOCUMENT 
 
 
In accordance with the Network Connection Policy, all requests for Third Party Network 
Connections must be accompanied by this completed Information Requirements 
Document.  This document should be completed by the City of Lynchburg person and the 
3rd Party requesting the Network Connection. 
 
A. Contact Information 
 
Requester Information 
 Name: 
 Department Number: 
 Manager's Name: 
 Director's Name: 
 Phone Number: 
 Email Address: 
 
Technical Contact Information 
 Name: 
 Department: 
 Manager's Name: 
 Director's Name: 
 Phone Number: 
 Pager Number: 
 Email Address 
 
Back-up Point of Contact: 
 Name: 
 Department: 
 Manager's Name: 
 Director's Name: 
 Phone Number: 
 Pager Number: 
 Email Address 
 
B.  Problem Statement/Purpose of Connection  
What is the desired end result?  Company must include a statement about the business 
needs of the proposed connection. 
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C. Scope of Needs  (In some cases, the scope of needs may be jointly determined by the 
supporting organization and the Third Party.) 
 

What services are needed?  (See Section D. of Network Connection Policy) 
What are the privacy requirements (i.e. do you need encryption)? 
What are the bandwidth needs? 
How long is the connection needed?  
Future requirements, if any. 

 
D. Third Party Information 

Third Party Name 
Management contact (Name, Phone number, Email address) 
Location (address) of termination point of the Network Connection (including 
building number, floor and room number) 
Main phone number 
Local Technical Support Hours (7X24, etc). 
Escalation List 
Host/domain names of the Third Party 
Names (Email addresses, phone numbers) of all employees of the Third Party who 
will use this access.  If not appropriate to list the names of all employees, then 
provide a count of the number of employees who will be using the connection. 

 
E. What type of work will be done over the Network Connection?  

What applications will be used?  
What type of data transfers will be done? 
How many files are involved? 
What are the estimated hours of use each week? What are peak hours? 

 
F. Are there special services required?  What internal City of Lynchburg services are 
needed? 
 
G. Is a backup connection needed? (e.g., are there any critical business needs associated 
with this connection?) 
 
H. What is the requested installation date? (Minimum lead-time is 60 days) 
 
I. What is the approximate duration of the Third Party Network Connection? 
 
J. Has a Non-Disclosure Agreement been sign with the Third Party or the appropriate 
employees of the Third Party? 
 
K. Are there any exiting Network Connections at City of Lynchburg with this company? 
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L. Other useful information 
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Attachment 4 
CITY OF LYNCHBURG – NON-DISCLOSURE AGREEMENT 
 
This Agreement is made and entered into by and between City of Lynchburg in 
Lynchburg, VA, and _________________ (“COMPANY), with principal offices in 
_________________. 
 
 WHEREAS, City of Lynchburg is providing system access to documents and files 
on the City’s network for the purpose of doing business with the City or for the City.   
 
 I understand the following with respect to any documents, or information 
therein, that are provided by the City to me, or which come into my possession pursuant 
to the COMPANY’s work for the City: 
A. These documents may be considered Sensitive Security Information ("SSI") under 

applicable federal regulations; 
B. These documents may be protected from disclosure under the federal Freedom of 

Information Act and the Virginia Freedom of Information Act. 
C. These documents are considered by the City to contain information that is vital to the 

security and safe operation of the City of Lynchburg (including network configuration 
information), whether or not these documents are otherwise classified by any other 
entity or law as containing such information. 

D. These documents are considered by the City to possibly contain information that is 
commercially or financially sensitive or which is a trade secret. 

 
I agree to the following with respect to any documents, or information therein, that are 

provided by the City to me, or which come into my possession pursuant to the 
COMPANY’s work for the City: 

A. I will safeguard these documents and the information therein, to prevent 
inadvertent disclosure of them by keeping the documents under the control of 
authorized persons, when in use, and stored the documents in a secure container, 
such as a locked desk, file cabinet or locked room when not in use; 

B. I will not release these documents, or the information therein, to any party, 
company, person, organization or entity for any reason that does not expressly 
serve the COMPANY’s obligations to the City under its contract with the City, as 
determined by the COMPANY’s employee with appropriate supervisory and 
decision-making authority; 

C. I will not release these documents, or the information therein, pursuant to the 
request under the Freedom of Information Act without affording the City the 
opportunities under those laws to protect these documents from disclosure; 

D. I will notify the City if a request is made for these documents, or the information 
therein; and  

E. I shall return, or destroy, these documents following the completion of the agreed 
upon contract 
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F. I further understand that the City may seek appropriate legal remedies for 
any violation of my agreements here. 

G. Some of the documents and information provided to the Company by the City 
under the third party network connection may enjoy copyright protection and 
cannot used for other purposes without the express written consent of the City of 
Lynchburg.  It is the Company's responsibility to obtain written permission from 
the City before reusing any copyrighted materials. 
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